" O Problema das Noticias Falsas:

DICAS, TRUQUES, & FERRAMENTAS
PARA UTILIZAR TANTO DENTRO
COMO FORA DA SALA DE AULA

“
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Estamos a ver,
usar, & criar
informacao a um
ritmo sem
precedentes.

A quantidade de
dados a nivel
mundial duplica
em cada ano.



Parte I
O que
sao
“noticias
falsas™?
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ra do ano em 2017, teve

cto nas eleicoes americanas de
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er (a tentar ser) regulado pelos
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. FAKE'NEWS

Reflete durante um minuto

Num minuto pensa sobre o termo
"noticia falsa".

Onde é que o ouviste recentemente?
Quem o disse?

O que € que estava a ser usado para a
descrever?



Como definirias “noticias falsas”

- Qualquer fonte de informagao que nao esteja enraizada na
verdade/facto

- Uma histéria que é escrita para distorcer factos e promover o
preconceito de um dos lados

- Falsa informacao criada por acidente ou intencionalmente que é
interpretada como sendo verdadeira e se espalha rapidamente através da
Internet

- Factos nao verificados e opinides tendenciosas

- Informacao nao factual usada para persuadir, confundir, ou iludir

- Uma forma de indicar o que o utilizador da frase pensa ser
propaganda negativa para si proprio ou para as suas crengas

Noticia falsa é tudo que nao é real. Informacao que nao é apoiada por fontes multiplas, variadas e apropriadas.

Informacdo incorreta / falsa; intencionalmente enganadora (i.e. ocultar informacdo); Tendenciosa - leva-te a
pensar de uma forma ou de outra.

Noticia falsa é informacao que é propositadamente criada para enganar.

Qualguer informacdo disseminada pelos meios de comunicacdao que nao é corroborada, nao verificada ou
elevada acima do seu nivel de importancia.
Propositadamente enganadora; tendenciosa.




A gquestao das "noticias falsas”....

/4

O termo "FAKE NEWS" ¢ amplamente usado neste
momento, mas € em grande medida mal utilizado, ou pelo
menos usado de forma irresponsavel. Chamar algo de
"noticia falsa" € vago e muito excessivamente simplificado. O
conceito € utilizado de formas muito diferentes e definido de
forma diferente por quem o utiliza.

Quando a maioria das pessoas usa o termo fa-lo como um
termo genérico, ou um termo “guarda-chuva”, sob o qual
recai uma grande variedade de diferentes tipos de

informacao falsa, errada e desinformacao.

“Don’t believe
everything you
read on the
Internet just
because there’s

“Nao acredites
em tudo o que
|és na Internet

apenas porque

tem uma
fotografia com
uma citagao
junto dela.”

a picture with a
quote next to it.”

—Abraham Lincoln




Parte 11
Tipos de
des-

informacao
("Fake News"™)




Tipos Gerais de desinformacao

False

Connection

7 Types of Mis- and Disinformation

When headlines,
visuals or
captions don't
support the
content

False
Context

When genuine
content is shared
with false
contextual
information

Manipulated
Content

When genuine
information or
imagery is
manipulated to
deceive

ﬁ

Satire or Parody

Misleading
Content

Imposter
Content

No intention to

cause harm but

has potential to
fool

Misleading use of
information to
frame an issue or
individual

When genuine
sources are
impersonated

Fabricated
Content

New content,
that is 100%
false, designed
to deceive and
do harm




AKE NEWS

CHARRCTERISTICS OF “FAKE NEWS'

* Propaganda * Partisan * Fauxtography

* Clickbait * Conspiracy theory * Deepfakes™

» Sponsored Content * Pseudoscience * Cloaking

e Satire/Hoax * Misinformation * Sensational Headlines
* Error * Bogus * Twisted statistics

TECNICAS DE PROPAGANEGNICAS DE ENVIESAME!
Blni
TECHNIQUES

PR I’ﬂﬁﬂllllﬂ
TECHNIQUES

* Emotional words + Testimonial Omission Word choice/Connotation
» Name-calling + Faulty reasoning Placement Selection of Source

* Plain-folks appeal * Fear Photos Labeling

* Transfer * Bandwagon Statistics By spin

* Glittering generalities  + Whataboutism Loaded Words Confirmation bias




FAKE NEWS COSTUMAVAM TER ESTE ASPECTC

“FAKE NEWS" IISEII T0 LOOK LIKE THIS
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Hoax, pretty
obvious, not
believed by

most people.

Fraude/Embuste,
bastante dbvia,
gue a maioria das
pessoas nao
acreditava



BUT NOW IT LOOKS LIKE THIS

MAS AGORA TEM ESTE ASPECTO

|

. PrOPaganda
BOgUS
 Fauxtography




ORTHIS oueste

Propaganda
Bogus
Fauxtography




SOMETIMES THE
PIGTURE IS REAL,
BUT MISLABELED

AS VEZES A
IMAGEM E REAL
MAS MAL
LEGENDADA

Misinformation,
Mislabeled,
Misconstrued,

Qut of context pesinformago,

This is what happens when a government believes people are Mal Iegendada,
lllegal” Mal interpretada
Descontextualizada

@ Jose Antonio Vargas @ e

Kids in cages




THAT'S THE SAME BOY
OUTSIDE OF THE “CAGE". THIS
WAS AT A PROTEST AGAINST
IMMIGRATION POLICIES THIS
YEAR.




Parte 111

Porque e que as
noticias falsas
se espalham?



WHY IS “FAKE NEWS™ S0
PROBLEMATIC?

PORQUE E QUE AS “FAKE NEWS"” SAO TAO
OK, KEEP Ctic, SL:: T odilde
THIS UNTILYOU FACT CHECKIT..

- IT'S GOING TO MAKE EVERYONE
LOSE THEIR MINDS, SHARE IT NOW!

Nowadays , people want to get views, not to tell the truth.
Atualmente, as pessoas querem ter visualizacoes, nao dizer a verdade




IT SPREADS 50 FAR, 50 QUICKLY, AND S0 EASILY

ELAS ESPALHAM-SE MUITO LONGE, MUITO
The explanation abcﬁ'ﬁvry;fgeAnewsEsﬁgdsE faﬁnen“a!‘ggslt;rothzﬁéa rEzvlstENTE

» Psychology of human brain

» Confirmation Bias — Human tendency to continue believing what we already believe

» Viralability of social media = why fake stuff spreads farther... because words like ,,shocking” and ,,unbelievable”
attract more attention.

# lllusory truth effect — human tendency to believe things we're exposed to repeatedly whether its true or not.
(this is why politicians will use the same word over and over again in propaganda... the repetition encourages
our brains to latch on and buy in.

» Social Media — makes it easier to spread information, and shocking, emotional info is more likely to be shared.




FILTER BUBBLES

We're going to
need to burst
your bubble.

@

Video talks about how the algorithms in social media and search engines are set up to give us more of what we've
already proven to like. This puts us in a filter bubble, basically an echo chamber where the things we already like and
believe are reinforced and highlighted, while things we would disagree with or which are counter to our beliefs are
kept away from us.This is one reason why the social media landscape is so divisive and angry, people are literally
being kept separate and apart from tolerance and understanding of diverse viewpoints.




SOME CAUSES OF THE PROBLEM....

ALGUMAS CAUSAS DO FACTICHECKED AN
* Viral Nature of the |mRROBLEMA... [l" SNOPES.COM

Algorithms - Filter Bubbles

* Psychological - Confirmation Bias

* Technology makes creating fakes SO easy

* Time consuming to fact check N~
 BEFORE GETTING TOO UPSET BY IT.

— Internet encourages culture of impatience/instant gratification

* Even major news providers sometimes accidentally share “fake news”
— =distrust of media grows

* Like-farming & monetization

* Internet = all about the clicks (= money/power). Designed to deliver personalized info since you are more
likely to click that. Emotionally heightened, controversial, polarizing = $$$

* Weaponized (ex: Russian memes — election)




Parte IV

O que se pode
fazer
relativamente as
"noticias falsas"?



WHAT CAN YOU DO ABOUT IT
ONEDOESNOTSINPLYA

{7

Vet \
SHME@WS ARTICLES' WITIl(lllT
H\BT CHECKING IT FIRST.




Four Moves and a Habit

Mike Caulfield, Director of Blended and Networked Learning,Washington State University

|. Checl for previous work
* Fact Check (Snopes.com)
*  Wikipedia (follow footnotes)

3. Read laterally
* What do OTHER sites/resources say
about the source!?

2. Go upstream to the source
* Find ORIGINAL SOURCE and evaluate it
* Watch for sponsored content!
* Important for image checking!

4. Circle back

* Rinse,and repeat!



ALWAYS GET THE “F.A.G.1.'S

Bea

"Fake News"

Detective!

Check a Fact Finder website!

+ Double check the info on a fact-checker
(like snopes.com or politifact.com.)

Fact
Finders

Search google for article title + "fact check"

Research the Authority!

» Loaok up publisher, author & website.
= Are they listed? Who are they?
= Are they reliable & trustworthy?

il “Run their names through google, wikipedia, or
Authority mediabiasfactcheck.com
*Read their "about us” page 1o learn their purpose.

Check the Details!
Look for Red Flags like:
» Headlines that are over the top or have lots of 1!!!

« Unbelievable or too shocking photos (reverse image
Check search them!)
DEIET M » Use of really emotional or shocking words

* QOutdated information, lots of popup ads, misspellings

Try again if needed!
Try Again

If source checks out, no 2nd try needed.
If source did not check out, look for a new source.
If not yet sure source is good, try evaluating again.

-

-

Be a

A

Detective!

Fact Checkers indicate info is false?

Other websites or sources backup your
source's claims.
2" 8l Googling the article title + fact check
Finders brought back some red flags

amn

i

Publisher/Authar is well known & generally
considered reliable.

Cannot find info about Authar/Publisher

(no “about” page or nothing in google)
Google, Wik, or Mediabiasfacicheck indicate
Authority EEWES satire, untrustworthy reputations, etc

URL mimics a well known site, or has
".co" or misspellings

Article refers to no reputable experts or
EYEWINESSES

1! Headlines are Over the Top NI

Photos seem unbelievable or suspicious

Info is outdated, or date not provided.

Has lots of popups or dislraqtintlj ads,
misspellings, or grammatical errors.

Source provides links or citations -
supporting their claims

Taking your detective work into consideration,
do you think this source is giving you good,
reliable information?
¢ r
eed more
No info to decide

mn | M| WO qm| T mp| TN qp| @




/’\ FACT or FICTION?

Don't be duped by misinformation on the internet!
Use Freddie’s 10 tips to “ferret” out fake news.

True
~ False

Read beyond the headline.

f clickbait

Consider the source.

inbiased?

Check t_he author(s).

Check the date

as the inf

Check the links.

MSE A red fag

Check the comments.

Evaluate supporting quotes.

wirce real? 1s it credible?

© 0 © 0 0000

Ask: “Is this a joke?”

Ask: “Are my own beliefs affecting my judgment?”

firmation bias

® @

Conduct a reverse image search.

1IN MURIpe STOnes May Not e trustworthy




THANK YOU
TOR YOUR
ATTENTION!




